Title: Systems and Methods for Providing Recipient-End Security for Transmitted Data 

Inventors: Sesek, et al. 
Docket No.: 200301 153-1; Page 1 of 7 




Title: Systems and Methods for Providing Recipient-End Security for Transmitted Data 

Inventors: Sesek, et al. 
Docket No.: 200301 153-1 ; Page 2 of 7 



102 



2/7 



PROCESSING 
DEVICE 
200 



MEMORY 202 



OPERATING SYSTEM 212 



SENDER-END 
SECURITY MANAGER 214 



SECURITY INFO. D-BASE 216 



^7 



TV 



LOCAL INTERFACE 210 
7% 



DOCUMENT 
SCANNER 
204 





FIG. 2 



104 



PROCESSING 
DEVICE 
300 



MEMORY 302 



OPERATING SYSTEM 312 



RECIPIENT-END 

SECURITY MANAGER 314 



SECURITY INFO. D-BASE 316 



. — 



3^ 



LOCAL INTERFACE 310 




4> 



SECURITY 
DATA INPUT 

DEVICE(S) 
306 




FIG. 3 



Title: Systems and Methods for Providing Recipient-End Security for Transnnitted Data 

Inventors: Sesek, et al. 
Docket No.: 200301 153-1; Page 3 of 7 



3/8 



100 



START ^ 



400 



SCAN DOCUMENT TO BE TRANSMITTED 



402 



SENDER SELECTS INTENDED RECIPIENT(S) 






^404 

' ( 


SENDER SELECTS TYPE OF 
SECURITY TO EMPLOY 






^406 

' ( 


DATA TRANSMITTED BY DATA 
TRANSMITTING DEVICE TO THE RECIPIENT 




j ^408 


DATA RECEIVED BY DATA RECEIVING 
DEVICE OF THE RECIPIENT 




\ 


^410 

' ( 


RECIPIENT ATTEMPTS TO ACCESS 
THE TRANSMITTED DATA 






FIG. 4A 



Title: Systems and Methods for Providing Recipient-End Security for Transmitted Data 

Inventors: Sesek, et al. 
Docket No.: 200301 153-1 ; Page 4 of 7 



4/7 



100 




N 



422 



DETERMINE MACHINE-SPECIFIC 
SECURITY INFORMATION 




426 



ACCESS TO THE TRANSMITTED DATA 
PROVIDED TO THE RECIPIENT 



428 



ACCESS TO THE TRANSMITTED DATA 
DENIED TO THE RECIPIENT 



Q END ^ 



FIG. 4B 



Title: Systems and Methods for Providing Reciplent-End Security for Transnnitted Data 

Inventors: Sesek, et al. 
Docket No.: 200301 153-1 ; Page 5 of 7 



5/7 



START ^ 



SENDER-END SECURITY 
MANAGER INITIATED 



z: 



500 



z: 



502 



PROMPT USER TO SELECT TYPE OF 
RECIPIENT-END SECURITY TO EMPLOY 



/I 



504 



RECEIVE USER SELECTION 



/I 



506 



DETERMINE IF SELECTED SECURITY TYPE 
AVAILABLE FOR INTENDED RECIPIENT(S) 




Y 



510 



CONFIGURE DATA TO FACILITATE 
SELECTED RECIPIENT-END SECURITY 



1 r 

END ^ 



FIG. 5 



Title: Systems and Methods for Providing Recipient-End Security for Transmitted Data 

Inventors: Sesek, et al. 
Docket No.: 200301 1 53-1 ; Page 6 of 7 



6/7 



Q START J 



600 



RECIPIENT-END SECURITY 
MANAGER INITIATED 




604 



PROMPT USER TO PROVIDE RECIPIENT- 
SPECIFIC SECURITY INFO. 



606 



RECEIVE RECIPIENT-SPECIFIC 
SECURITY INFORMATION INPUT BY USER 



608 



COMPARE INFORMATION WITH STORED 
RECORD FOR THE INTENDED RECIPIENT 




FIG. 6A 



Title: Systems and Methods for Providing Recipient-End Security for Transmitted Data 

Inventors: Sesek, et al. 
Docket No.: 200301 153-1; Page 7 of 7 

7/7 



314 




DETERMINE WHAT MACHINE-SPECIFIC 
SECURITY INFORMATION IS REQUIRED 




ENABLE ACCESS TO THE 
TRANSMITTED DATA 



622 



DENY ACCESS TO THE 
TRANSMITTED DATA 



(^B^ END 




FIG. 6B 



